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I. Introduction  
 

The General Assembly was founded after WWII in 1945. It is the main policymaking and               
representative organ of the United Nations. It provides a unique forum for multilateral discussion of               
issues internationally which include peace and security and it Comprises all 193 Member States of               
the UN. One vote granted to each country, and they vote regarding issues like the election of the                  
members of the Security Council or matters of budget and the addition of new members. They have                 
meetings throughout the time between September and December of whenever there is an urgent              
topic.  

Cryptocurrency was created as a form of digital payment that enables a peer to peer system                
which does not need the participation of a third formal party like banks or financial institutions.                
Even though it is beneficial to some individuals, companies, government-affiliated groups, there are             
many ways that criminals can use this type of transaction due to the lack of regulations. There has                  
been no evidence that criminal groups have used these digital currencies on an institutional level.               
However, cases where they have used digital currencies could lead to many possible risk factors for                
many reasons. One of them being the fact that the encrypted part of the currency allows there to be                   
anonymity, which completely erases possibilities for the authorities to find the “guilty” party in any               
illicit action that is done through the web. Getting cryptocurrency accepted is assumed to be subject                
to the market mechanism but the programmers have to deliver what is promised and that the                
cryptocurrency will have value. There are many types of cryptocurrency but one of the most               
popular ones and the one that accounts for the highest percentage of crime within the               
cryptocurrency community is Bitcoin. The majority of criminals prefer Bitcoin to perform their             
illicit transactions.  

 

II. History and Description of the Issue 
 

Vocabulary  
In order to better understand the complicated process of cryptocurrency and how it works,              

it is important to understand where the word cryptocurrency comes from. The first part (crypto-)               
comes from the word cryptography which is the art of writing and solving messages that are coded.                 
The second part of the word (currency), according to Merriam Webster Dictionary, is circulation as               
a medium of exchange. When these two come together, they form the definition that is a medium of                  
exchange value, which works like real money, that exists in the digital world and relies on                
encryption, and as stated above, what makes transactions secure. Bitcoin is a type of crypto token.                
Another very important concept that people need to have in mind when talking about              
cryptocurrency is a ledger, a book or in the case of bitcoin, another collection of financial accounts.                 
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In the creation of this currency, there was another thing that the creator of the software had in                  
mind and that was to permit for others to be able to control the blockchain and according to Don                   
& Alex Tapscott, authors of Blockchain Revolution, “The blockchain is an incorruptible digital             
ledger of economic transactions that can be programmed to record not just financial transactions              
but virtually everything of value” (Rosic). Essentially, the blockchain system is the same as a               
democratized system. Public blockchains are used to prevent cheating and bypass external            
institutions that could potentially want to interfere with the system.  
 

Origins and Causes 
In August 18 of 2008 Bitocoin.org was registered at anonymousspeech.com. Later that year,             

in October, the white paper is published by Satoshi Nakamoto, the person who was coined as the                 
“founder” of Bitcoin. This white paper was released as a PDF introducing the first ever               
“Peer-to-Peer Electronic Cash System” (Nakamoto). He explained that he created it to make             
everyone’s life easier by allowing individuals to take care of their own transactions without having               
to worry about what banks might have to say about it, about getting additional fees only because                 
they have their money saved up in their bank, corruption, theft and many more things. He                
specifically mentions the removal of worries of double spending (“Bitcoin History”). However, he             
used an alias, and to this day, no one knows who Satoshi Nakamoto really is. As he stated in his                    
paper, “The cost of mediation increases transaction costs, limiting the minimum practical            
transaction size and cutting off the possibility for small casual transactions, and there is a broader                
cost in the loss of ability to make non-reversible payments for nonreversible Services” (Nakamoto).              
And before saying this, he does mention how it is true that the way it has always worked with                   
online payments is not a bad thing, he introduces what he believes to be the best option to rid                   
people from the extra struggles they might go through when doing a normal transaction. In the next                 
sentences he continues talking about the third party affiliated and how it is a lot to do with trust,                   
“What is needed is an electronic payment system based on cryptographic proof instead of trust,               
allowing any two willing parties to transact directly with each other without the need for a trusted                 
third party” (Nakamoto). On October 5th of 2009, an exchange rate is established by New Liberty                
Standard of a Bitcoin at US$1 = 1,309.03 BTC, which was done by the use of an equation that                   
includes the cost of the computer that generates Bitcoins.  

During the first years Bitcoin was just being established and not a lot of people seemed 
interested in such a thing but as time went on, and with the establishment of MtGox Bitcoin 
Currency exchange, more people seemed to be interested in the actual exchange of bitcoins. After 
years of not getting much attention, Bitocin began to grow and people started to notice the facility 
that this digital currency allows them to have while still being responsible with their money. It was 
when people found out how easy it was to actually participate in the Bitcoin market, demand 
increased exponentially. As a sales pitch the developers used the argument that “money supply 
should not be used as an instrument of monetary policy as inflation destroys value and encourages 
unsustainable consumption” (Spithoven). This is also the start of participation of money launderers, 
drug traffickers, and fraudsters because they were especially attracted by the fact that they can do 
their illegal stuff online anonymously. There have been many examples of the laundering of money 
through the use of bitcoins but one of the most known cases was Charlie Shrem’s. He was the CEO of 
BitInstant before being charged with money laundering in January 26 of 2014 since he had 
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connections with Silk Road. Criminals use Bitcoin to launder money, as mentioned before but 
how exactly are they able to do this? Actually, Bitcoin is not anonymous as one might think when 
first introduced to such an advanced term. However, bitcoin is easily laundered through 
unregulated exchange which can be used to ‘clean’ Bitcoin. This is done by trading Bitcoin in 
different markets several times. “Researchers estimated that after Bitcoin has been cleaned on 
exchanges, 97 percent of it ends up in countries with extremely lax KYC/AML regulations” 
(Canellis). Because of this, there are many things that could be done to make it clean but still have 
regulations.  

 

Impact 

Bitcoin is already known to be used for illegal transactions, including sex and drug              
trafficking. If the problem of illicit transactions is getting worse by the minute, the introduction of a                 
facilitated way of doing these things has impacted various parts of the society. According to Jad                
Mubaslat, Wright State University graduate student and founder of BitQuick.co, a bitcoin trading             
platform, “other untraceable cryptocurrencies, like Monero, are becoming popular for dark web            
uses including drug trafficking and human trafficking” (Driscoll). Another example of how it has              
affected is the case where a “Springboro teacher Amy Panzeca allegedly helped her 16-year-old son               
obtain bitcoin used to purchase LSD, and she is charged with child endangering and contributing to                
the unruliness of a minor” (Driscoll). Bitcoin is also used in sex trade. “Tony Talbott, interim                
executive director of the University of Dayton Human Rights Center, said bitcoin is used to purchase                
online sex ads on websites like backpage.com” (Driscoll). With this, we understand that             
cryptocurrency plays a role in prostitution and sex trafficking.  

 

III. International Response and Bloc Analysis  
 

The General Assembly had the resolution 73/187, entitled “Countering the use of 
information and communications technologies for criminal purposes”. Apart from this, there is still 
much to be done by the General Assembly. 

The United Nations Office of Drugs and Crime (UNODC) started a training course for 
cryptocurrencies and darknet investigations UNODC with the support of the Government of Japan. 
In the course, the participants looked over the details of cryptocurrency’s system, how they can be 
abused and how to incorporate the investigation of cryptocurrency and darknet into their work. 
Representative of different groups such as from the Lao Computer Emergency Response Team 
(LaoCERT), the People's Supreme Court, the Office of the Supreme Public Prosecutor, the 
Anti-Money Laundering Office (AMLIO), the Information Technology Department as well as some 
branches of Lao law enforcement. In this workshop, officials from the Lao government developed 
relationships that will allow them to cooperate with other agencies as they work to solve the 
problems of cryptocurrency.  
 

IV. Committee Mission 
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The General Assembly needs to find a solution regarding the control and regulation of 
cryptocurrency. If this does not happen, the insecurity and the lack of a third party regulator can 
affect the participants of today. Because there is a general view around the world regarding the 
use of cryptocurrency and that “the digital currency has caused any number of headaches for 
law enforcement. Now entrepreneurs and academics are scrambling to build a better version” 
(Spithoven), there needs to be support to those who are trying to create a better version that does 
not create so many problems. There needs to be a way that criminals are blocked from the system 
and that the system creates security.  

 
To solve this problem, the delegates have to come together to draft a resolution. Some 

possible ideas to consider are: 
 

1. Grant larger power to certain organs of the United Nations  
2. Encourage aid of outside countries that are not directly affected.  
3. Improve on actions taken by the United Nations and other countries.  

 
Questions for Further Consideration  
 
These questions are supposed to guide the delegates in order to find a solution: 

1. How will the General Assembly continue to help to further reduce the dangers of 
cryptocurrency? 

2. How can different countries with opposing views come together to increase the security for 
the use of bitcoin? 

 

V. Annotated links for further research  
 
Extance, Andy. “The Future of Cryptocurrencies: Bitcoin and Beyond.” Nature, vol. 526, no. 7571, 
Oct. 2015, p. 21. EBSCOhost, doi:10.1038/526021a. 
 
This article was written for Nature by Andy Extance where he talks about the architecture or 
construction of the cryptocurrency systems and blockchain. The block-chain-based system 
explained Ethereum and academic association also known as the Initiative for CryptoCurrencies 
and Contracts (IC3). Apart from this, the author talks about the recurrent bitcoin theft and the 
people who contribute to the processing of Bitcoin transactions also known as miners. 
Furthermore, he talks about how criminals use Bitcoin for criminal activity.  
 
 
Weaver, Nicholas. “Risks of Cryptocurrencies: Considering the Inherent Risks of Cryptocurrency 
Ecosystems.” Communications of the ACM, vol. 61, no. 6, June 2018, p. 20. EBSCOhost, 
doi:10.1145/3208095. 
 
This is an article coming from Communications of ACM where Nicholas Weaver mentions many 
risks of cryptocurrency ecosystems and how they might affect the human interactions we have 
today. He mentions the faults in the system and how it lacks the ability to become a true currency 
since it is inefficient and does not come close to what currency is really worth. The author talks 
about how risks happen in four major areas: societal, systematic for the cryptocurrency ecosystem, 
and economic for participants.  



 
Guadalajara Model United Nations  
American School Foundation of Guadalajara  

 
 
SciShow. “Bitcoin: How Cryptocurrencies Work” Youtube, Dec. 21, 2016 
https://www.youtube.com/watch?v=kubGCSj5y3k.  
 
This video provides an explanation of how cryptocurrency works. 
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